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Lawyer Ethics & Data Security in a 
Dangerous Information World
By Peter Sloan and Jeff Jensen
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Verizon 2015 Data Breach Investigations Report

79,790 Security Incidents:

29% Miscellaneous Errors

25% Crime-ware

21% Insider Misuse

15% Physical Theft/Loss

4% Web App Attacks

4% Denial-of-Service Attacks

<1% Cyber-espionage

<1% Point-of-Sale Intrusions

<1% Card Skimmers

4% Other

Verizon 2015 Data Breach Investigations Report

2,122 Security Breaches with Confirmed Data Loss:

27% Point-of-Sale Intrusions

18% Crime-ware

17% Cyber-espionage 

10% Insider Misuse

9% Web App Attacks

8% Miscellaneous Errors

3% Physical Theft/Loss

3% Payment Card Skimmers

<1% Denial of Service Attacks

4% Other
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“There are only two types of companies:  
those that have been hacked, and those 
that will be.  Even that is merging into 
one category:  those that have been 
hacked and will be again.”

- FBI Director Robert Mueller, 2012

Ponemon 2014 Cost of Data Breach Study

2013:  $188 per person/record

2014:  $201 per person/record
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Ponemon 2014 Cost of Data Breach Study

Lost Business

57%

Post-breach 

Costs

27%

Notification 
Costs

9%

Detection 
& 

Escalation 
costs

7%

Breach Cost Components

Ponemon 2014 Cost of Data Breach Study

Factors That Reduce Breach Costs

• Strong Security Posture
• Incident Response Plan
• Business Continuity Management (BCM) 

Involvement
• Chief Information Security Officer (CISO) 

Appointed
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Information Security and the
Rules of Professional Responsibility

 Rule 1.1  Competency

 Rule 1.6(c)  Confidentiality of Information

 Rule 5.1  Responsibilities of a Partner or 
Supervisory Lawyer

 Rule 5.3  Responsibilities Regarding Nonlawyer
Assistance    

Model Rule 1.1: Competency

“To maintain the requisite knowledge and skill, a 
lawyer should keep abreast of changes in the law 
and its practice, including the benefits and risks 
associated with relevant technology, engage in 
continuing study and education and comply with all 
continuing legal education requirements to which 
the lawyer is subject.”

- Comment 8 to Rule 1.1
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Model Rule 1.6: Confidentiality

“A lawyer shall make reasonable efforts to prevent 
the inadvertent or unauthorized disclosure of, or 
unauthorized access to, information relating to the 
representation of a client.” 

- Rule 1.6(c), Confidentiality of Information

Model Rule 1.6: Confidentiality

“The unauthorized access to, or the inadvertent or 
unauthorized disclosure of, information relating to 
the representation of a client does not constitute a 
violation of paragraph (c) if the lawyer has made 
reasonable efforts to prevent the access or 
disclosure.” 

- Comment 18 to Rule 1.6(c), Confidentiality of Information
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Model Rule 1.6: Confidentiality

“When transmitting a communication that includes 
information relating to the representation of a 
client, the lawyer must take reasonable 
precautions to prevent the information from coming 
into the hands of unintended recipients.” 

- Comment 19 to Rule 1.6(c), Confidentiality of Information

Model Rule 5.1: Partner/Supervisor

“A partner in a law firm, and a lawyer who individually 
or together with other lawyers possesses comparable 
managerial authority in a law firm, shall make 
reasonable efforts to ensure that the firm has in effect 
measures giving reasonable assurance that all lawyers 
in the firm conform to the Rules of Professional 
Conduct.” 

- Rule 5.1(a), Responsibilities of a Partner or Supervisory Lawyer
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Model Rule 5.1: Partner/Supervisor

“A lawyer having direct supervisory authority over 
another lawyer shall make reasonable efforts to 
ensure that the other lawyer conforms to the Rules 
of Professional Conduct….” 

- Rule 5.1(b), Responsibilities of a Partner or Supervisory Lawyer

Model Rule 5.3: Nonlawyers

“With respect to a nonlawyer employed or retained by 
or associated with a lawyer:  (a) a partner, and a 
lawyer who individually or together with other lawyers 
possesses comparable managerial authority in a law 
firm shall make reasonable efforts to ensure that the 
firm has in effect measures giving reasonable 
assurance that the person's conduct is compatible with 
the professional obligations of the lawyer ….” 

- Rule 5.3(a), Responsibilities Regarding Nonlawyer Assistance
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Model Rule 5.3: Nonlawyers

“With respect to a nonlawyer employed or retained 
by or associated with a lawyer:  …(b) a lawyer 
having direct supervisory authority over the 
nonlawyer shall make reasonable efforts to ensure 
that the person's conduct is compatible with the 
professional obligations of the lawyer….”

- Rule 5.3(b), Responsibilities Regarding Nonlawyer Assistance

The Relevance of Reasonableness

 Trade Secret Law
 HIPAA
 Gramm-Leach-Bliley Act
 FACTA
 COPPA
 State PII Security Laws
 U.S./EU Safe Harbor Framework
 FTC Act § 5
 Case Law
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Trade Secret Law

Trade secret status only exists if “reasonable 
measures” are taken to maintain the information’s 
secrecy.

- 18 U.S.C. § 1839(3)(A) (“The owner therefore has taken reasonable 
measures to keep such information secret”)

- UNIF. TRADE SECRETS ACT § 1(4)(ii) (“is the subject of efforts that are 
reasonable under the circumstances to maintain its secrecy”).

HIPAA Security Rule

 Requires protection: 
o “against any reasonably anticipated threats or 

hazards to the security or integrity” of electronic 
protected health information and

o “against any reasonably anticipated uses or 
disclosures of such information that are not 
permitted or required” under the HIPAA privacy 
rules.

- 45 C.F.R. § 164.306(a)(2)&(3).
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HIPAA Security Rule

 Covered entities and business associates: 
o must establish security measures “sufficient to reduce 

risks and vulnerabilities to a reasonable and 
appropriate level….”

o may “use any security measures that allow the 
covered entity or business associate to reasonably 
and appropriately implement the standards and 
implementation specifications as specified” in the 
Security Rule. 

- 45 C.F.R. §§ 164.306(b) & 164.308(a)(1)(ii)(B).

FTC’s GLBA Safeguards Rule

 Rule contains “standards for developing, 
implementing, and maintaining reasonable
administrative, technical, and physical safeguards to 
protect the security, confidentiality, and integrity of 
customer information.”

 Comprehensive information security program must 
be “reasonably designed” to achieve the standards’ 
objectives.

- 16 C.F.R. § 314.1(a) & 314.3(a).
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FTC’s FACTA Disposal Rule

 Persons who maintain or possess consumer 
information comprising or derived from a 
consumer report for a business purpose must 
properly dispose of such information “by taking 
reasonable measures to protect against 
unauthorized access to or use of the information 
in connection with its disposal.”

- 16 C.F.R. §682.3(a).  

FTC’s COPPA Rules

 Operators of websites or online services directed 
to children “must establish and maintain 
reasonable procedures to protect the 
confidentiality, security, and integrity of personal 
information collected from children.”

- 16 C.F.R. § 312.8.
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State PII Security Laws

 Must implement and maintain “reasonable
security procedures and practices, appropriate 
to the nature of the information concerned, to 
protect such information from unauthorized 
access, destruction, use, modification, or 
disclosure.”

- ARK. CODE ANN. § 4-110-104(b). 

U.S./EU Safe Harbor Framework

 “Organizations must take reasonable
precautions to protect personal information from 
loss, misuse and unauthorized access, 
disclosure, alteration and destruction.”

- Security Principle, U.S./EU Safe Harbor Framework
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FTC Act § 5 

 Prohibits “unfair or deceptive acts or practices in or 
affecting commerce.”

- 15 U.S.C. § 45(a)(1).

 Unfairness requires that “the act or practice causes 
or is likely to cause substantial injury to consumers 
which is not reasonably avoidable by consumers 
themselves and not outweighed by countervailing 
benefits to consumers or to competition.”

- 15 U.S.C. § 45(n).

FTC Enforcement of FTC Act § 5

 Company must establish a comprehensive 
information security program that is “reasonably 
designed to protect the security, confidentiality, 
and integrity” of consumer information.

- Consent Order at 3, In re Cbr Systems, Inc., FTC File No. 112-3120, 
No. C-4400 (F.T.C. April 29, 2013).
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Barriers to Case Law on Reasonableness

 Clapper Doctrine in Individuals’ Lawsuits
Galaria v. Nationwide Mut. Ins. Co., 998 F. Supp. 2d 646, 657 
(S.D. Ohio 2014) (holding allegations of possible future injury due 
to data breach, standing alone, are too speculative to confer 
standing, and expenses incurred to monitor and prevent identity 
theft held not to be actual injuries)

 Caremark Doctrine in Shareholder Actions
Palkon v. Holmes, No.14-CV-01234, 2014 WL 5341880 (D.N.J. 
Oct. 20, 2014) (dismissing derivative action claims arising from 
Wyndham Worldwide Corporation’s data security breaches)

Why Reasonableness?

 Different organizations in different 
industries face different security threats.
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Verizon 2015 Data Breach Investigations Report

Top Breach Patterns per Industry, 2012-2014

Retail
• Point-of-Sale Intrusions (70%)
• Crime-ware (11%)
• Payment Card Skimmers (10%)

Professional
• Cyber-espionage (52%)
• Crime-ware (25%)
• Miscellaneous Errors (10%)

Healthcare
• Miscellaneous Errors (32%)
• Privilege Misuse (26%)
• Lost/Stolen Assets (16%)

Accommodation
• Point-of-Sale Intrusions (91%)
• Privilege Misuse (5%)
• Miscellaneous Errors (2%)

Verizon 2015 Data Breach Investigations Report

Top Breach Patterns per Industry, 2012-2014

Financial Services

• Crime-ware (36%)
• Web App Attacks (31%)
• Payment Card Skimmers (14%)

Manufacturing

• Cyber-espionage (60%)
• Crime-ware (34%)
• Privilege Misuse (4%)

Education

• Crime-ware (32%)
• Miscellaneous Errors (26%)
• Cyber-espionage (15%)

Entertainment
• Point-of-Sale Intrusions (73%)
• Miscellaneous Errors (13%)
• Privilege Misuse (7%)
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Why Reasonableness?

 Different organizations in different 
industries face different security threats.

 Security threats are not static – they 
change over time, sometimes rapidly.

Verizon 2015 Data Breach Investigations Report

Most Prevalent Breach Patterns per Year:

2014 2013

27% Point-of-Sale Intrusions

18% Crime-ware

17% Cyber-espionage 

10% Insider Misuse

9% Web App Attacks

35% Web App Attacks

22% Cyber-espionage

14% Point-of-Sale Intrusions

9% Card Skimmers

8% Insider Misuse
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Flexibility Factors under Model Rule 1.6(c)

 “the sensitivity of the information” 
 “the likelihood of disclosure if additional safeguards are 

not employed” 
 ‘the cost of employing additional safeguards’”
 “the difficulty of implementing the safeguards”
 “the extent to which the safeguards adversely affect the 

lawyer’s ability to represent clients (e.g., by making a 
device or important piece of software excessively difficult 
to use)” 

- Comment 18 to Rule 1.6(c), Confidentiality of Information

Flexibility Factors for Security Generally

 The organization’s size and complexity, and the nature 
and scope of its activities

 The organization’s information security capabilities

 The organization’s available resources and the costs of 
security measures

 The amount and sensitivity of the information at issue, 
and the degree of risk to its security



© 2015 Husch Blackwell LLP. All Rights Reserved.

19

The Reasonable Information Security Program

IDENTIFY
• Identify information 
to be protected

ASSESS
• Assess threats, 
vulnerabilities, and 
risks

SAFEGUARD
• Establish policies and 
controls, train, and 
test

CONTRACT  
• Select, contract with, 
and oversee third 
parties

RESPOND
• Establish response 
readiness and 
respond to incidents

ADJUST
• Review and update 
program

The Reasonable Information Security Program

• An organization should 
identify the types of 
information in its possession, 
custody, or control for which 
it will establish security 
safeguards           
(“Protected Information”).

IDENTIFY
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Protected Information:

 Information related to the Client (Model Rule 1.6)
 PHI of Covered Entities & Business Associates 

(HIPAA)
 Nonpublic Customer Information (GLBA)
 PII (State Laws)
 FTC Enforcement under FTC Act § 5
 Information given protected status by privacy 

notices or contract
 Trade secret and business confidential 

information 

State-level PII

Generally, state resident’s name combined with 
another identifier:

 Social Security number,

 driver’s or state identification number, or

 financial or card number with access information
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State-level PII - Additional Elements:
 medical information (AR, CA, FL, MO, MT, PR, TX, & WY)

 health insurance information (CA, FL, MO, ND, TX, & WY)

 unique biometric data/DNA profile (IA, NE, NC, TX, WI, & WY)

 Shared secrets or security token for authentication (WY)

 taxpayer ID or other taxpayer information (MD, MT, PR, & WY)

 IRS identity protection personal identification number (MT) 

 e-mail address & Internet account number or identification name (FL & NC)

 employment ID number (ND)

 birthdate (ND & TX)

 birth or marriage certificate (WY)

 parent’s surname before marriage (NC, ND, & TX)

 work-related evaluations (PR)

MT effective 10/1/2015, WY effective 7/1/2015

The Reasonable Information Security Program

• An organization should 
assess anticipated threats, 
vulnerabilities, and risks to 
the security of Protected 
Information.

ASSESS
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The Reasonable Information Security Program

• An organization should 
establish and maintain 
appropriate policies and 
administrative, physical, 
and technical controls to 
address the identified 
threats, vulnerabilities, and 
risks to the security of 
Protected Information. 

SAFEGUARD

Safeguards:

 Information Security Policy

 Administrative, Technical, and Physical 
Controls

 Training

 Testing
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Information Security Controls

 System Access 

 Physical Access 

 Encryption

 Transmission Security

 Mobile Devices & 
Portable Media

 System Change 
Management

 Employee Management

 Environmental Risk

 Monitoring & Detection

 Retention

 Disposal

The Reasonable Information Security Program

• An organization should 
address the security of 
Protected Information in its 
third-party relationships. 

CONTRACT
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Security in Third-party Relationships

Selection Contracting Oversight

Security in Third-party Relationships

“A client may require the lawyer to 
implement special security measures not 
required by this Rule or may give informed 
consent to forgo security measures that 
would otherwise be required by this Rule.” 

- Comment 18 to Rule 1.6(c), Confidentiality of Information
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Contracting Security Considerations:

 Which Direct Counterparties?
o Custody of / access to protected information
o Access to systems
o Cloud Computing:  Storage, SaaS, PaaS, … XaaS

 Upstream & Downstream Vendors & Users
 Contract Elements

o Ownership of information, retention/return
o Affirmative duties for safeguards, breach reporting and response
o Liabilities & indemnification
o Cyber insurance

 Reasonable Assurance
o Reps & warranties
o Audits, access, & information requests
o Independent audits - SSAE 16 (SOC 2, Types 1 & 2) 

The Reasonable Information Security Program

• An organization should be 
prepared to respond to 
security breaches of 
Protected Information.

• An organization should 
respond effectively to 
detected breaches of 
Protected Information.

RESPOND
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10 Activity Channels
for Breach Response

Personnel 
Management

Personnel 
Management

SecuritySecurity

LegalLegal

ForensicForensic

Law EnforcementLaw Enforcement

RegulatorsRegulators

Insurance CoverageInsurance Coverage

Public RelationsPublic Relations

StakeholdersStakeholders

NotificationsNotifications

Personnel ManagementPersonnel Management

Inadvertent Disclosure of PII Below Thresholds

SecuritySecurity

LegalLegal

ForensicForensic

Law EnforcementLaw Enforcement

RegulatorsRegulators

Insurance CoverageInsurance Coverage

Public RelationsPublic Relations

StakeholdersStakeholders

NotificationsNotifications

Personnel ManagementPersonnel Management
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Stolen Device with PII/PHI Above Thresholds

SecuritySecurity

LegalLegal

ForensicForensic

Law EnforcementLaw Enforcement

RegulatorsRegulators

Insurance CoverageInsurance Coverage

Public RelationsPublic Relations

StakeholdersStakeholders

NotificationsNotifications

Personnel ManagementPersonnel Management

Hack of System with PII/PHI Above Thresholds

SecuritySecurity

LegalLegal

ForensicForensic

Law EnforcementLaw Enforcement

RegulatorsRegulators

Insurance CoverageInsurance Coverage

Public RelationsPublic Relations

StakeholdersStakeholders

NotificationsNotifications

Personnel ManagementPersonnel Management
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Breach Response Readiness:

10 Board Questions for Management

1. Do we have a breach response readiness plan; has it been tested?
2. Do we have cyber security insurance?
3. When was the last time we conducted penetration testing, what 

were the results, and what steps did we take to address any 
weaknesses?

4. When there is a breach, who will make up the response team:
 Internally: CEO, General Counsel, CIO, CSO, public relations, 

government relations?
 Externally: Law firm, forensic examiners, public relations, call 

center operators?
5. Assuming our network has been compromised, how will the 

response team communicate?
6. Do we already have an engagement letter in place with the law 

firm? If so, does the law firm already have engagement letters in 
place with the PR and forensic firms, or will we be negotiating 
terms in crisis mode?

Breach Response Readiness:

10 Board Questions for Management

7. Who will direct the investigation and engage external participants in 
a manner that protects applicable privileges?

8. To avoid conducting research in a crisis, who is monitoring the 
breach notification requirements for:

 the 47 states with notification requirements;

 relevant federal agencies (HHS, FTC, SEC, FINRA); and

 our contractual partners?

9. Under what circumstances would we notify law enforcement, and if 
we decide to do so, have we established relationships with the 
relevant agencies?

10. What business associates or other third parties hold our protected 
data, and what controls do we have in place over their data 
security?
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Breach Response Readiness

 Coordinate Readiness Planning through Your Legal 
Counsel, with Privilege

 Gather Information for Readiness Planning

 Identify & Involve Your Incident Response Governance 
Team Members

 Establish Your Service Provider Relationships

 Prepare Your Breach Response Readiness Plan

 Train Your Team

The Reasonable Information Security Program

• An organization should 
periodically review and 
update its policies and 
controls for the security of 
Protected Information. 

ADJUST



© 2015 Husch Blackwell LLP. All Rights Reserved.

30

The Reasonable Information Security Program

For more information (and caffeine-necessitating footnotes), see 
Peter Sloan, The Reasonable Information Security Program, 21 
Rich. J.L. & Tech. 2 (2014).
http://jolt.richmond.edu/index.php/the-reasonable-information-
security-program/

Lawyer Ethics & Data Security 
in a Dangerous Information World

May 7, 2015

Peter Sloan
Jeff Jensen



NEW MANDATORY HUMAN TRAFFICKING COMPLIANCE 
FOR ALL COMPANIES WITH A FEDERAL CONTRACT 
U.S. Government Requires Companies to Comply with Stringent New Regulations 
By Cynthia Cordes

In a sweeping move this month, the federal government now requires all companies with a government contract to 
comply immediately with newly-enacted human trafficking regulations. On March 2, 2015, the federal government 
officially converted its expectation to a mandate. Now, any entity doing business with the federal government 
must comply with the new regulations to ensure that it has a supply chain free of any association with human 
trafficking. Companies with government contracts for supplies or services obtained outside the United States with 
a value exceeding $500,000 (other than for commercially available off-the-shelf items) are additionally mandated 
to have tailored compliance programs to prevent and detect prohibited activities, and to provide certification of their 
compliance to the federal government.

The new 2015 mandates come from the just-released Federal Acquisition Regulation provisions that stem from the 
September 25, 2012 Executive Order 13627, “Strengthening Protections Against Trafficking in Persons in Federal 
Contracts.” There is no grace period and companies are expected to be in compliance immediately. 

The federal government is not messing around. Failure to comply with the new regulations will result in an array of 
possible consequences, including:

 � Loss of government contracts

 � Civil and criminal exposure

 � Class action liability 

 � Whistleblower claims

 � False claims act liability

 � Consumer complaints and boycotts

 � Negative publicity and pressure from advocacy 
groups 

After I prosecuted countless human trafficking cases with the U.S. Department of Justice, it was clear that the 
$32 billion dollar illegal human trafficking industry is more expansive than the law enforcement resources the 
government has to address it. The federal government’s latest approach – to require the private sector to step 
up and take responsibility – may actually begin to make a new dent in the problem. The mandatory compliance 
programs have the potential to make a meaningful difference in the horrific problem of the sale of human beings in 
both forced labor and commercial sex trafficking.

http://www.huschblackwell.com/professionals/cynthia-cordes


huschblackwell.com

Husch Blackwell llp   |   Arizona   |   Colorado   |   Illinois   |   Missouri   |   Nebraska   |   Tennessee   |   Texas   |   Washington, D.C.   |   England  

This information is intended only to provide general information in summary form on legal and business topics of the day. The contents hereof do not 
constitute legal advice and should not be relied on as such. Specific legal advice should be sought in particular matters.
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This is not the first human trafficking law in place that could impact companies. For some time now, a few 
companies have taken a proactive approach against human trafficking pursuant to the Trafficking Victims 
Protection Act (initially enacted in 2000 and amended several times since then). They did so to accept their 
part in corporate responsibility, as well as protect themselves from liability under the federal statute. But even 
for most of these companies that were ahead of the curve, the new regulations demand more as they expand 
legal obligations and mandate compliance. Further, the stringent requirements also create fertile ground for 
whistleblowers and False Claims Act cases.

The new regulations will impact over 300,000 contractors nationwide and countless subcontractors. Companies 
and prime contractors are now on the hook to take responsibility for their subcontractors and independent agents. 
The era of getting by without knowledge of how, or by what means, subcontractors obtain labor is over. For some 
companies, this will be viewed as a welcome opportunity to highlight what they are already doing to address this 
rapidly growing problem. For others, the issue of human trafficking is a foreign one (or one that has just been 
ignored) and the burden to comply will be heavy.

Husch Blackwell is the only firm in the nation to offer tailored human trafficking 
government compliance programs. We develop corporate policies, handle required 
certifications, provide training, and conduct audits for companies to aid them in 
complying with new government regulations.  

In addition to providing human trafficking compliance programs, we are also the 
first law firm in the country to offer pro bono legal services to all victims of human 
trafficking referred by any law enforcement agency, healthcare provider, or partnering 
nonprofit organization. Through the firm’s  Human Trafficking Legal Clinic, launched 
in 2013, our attorneys represent all types of human trafficking victims: international 
and domestic, adults and minor victims of both commercial sex and forced labor 
trafficking. 

The federal government has drawn a new line. All companies that do business with the federal government are 
now required to take the issue seriously and rid their supply chain of any taint of the problem. The good news: 
traffickers are about to hit obstacles that they have never encountered before. The attack on the human trafficking 
problem will no longer fall solely on the back of victims and law enforcement investigative agencies. The private 
sector now must do its part to stop the epidemic or face the consequences.

Contact: 
Cynthia Cordes, Partner
816.983.8381 | cynthia.cordes@huschblackwell.com

A former federal prosecutor for almost a decade, Husch Blackwell Partner Cynthia Cordes 
prosecuted more human trafficking cases than any other assistant U.S. attorney in the country 
and obtained millions of dollars in restitution orders on behalf of victims. During her years of 
service with the U.S. Department of Justice, Cordes launched and led the Human Trafficking 
Rescue Project federal task force out of the U.S. Attorney’s Office – Western District of Missouri. 

It consisted of more than 20 federal, state and local law enforcement agencies, and more than 60 nonprofit 
agencies and healthcare providers that provided victim services. The task force functioned as a model for other 
districts in the U.S. In addition to leading human trafficking compliance programs for businesses nationwide, 
Cordes also leads the firm’s Human Trafficking Legal Clinic, which provides pro bono legal services to victims of 
human trafficking. 

http://www.huschblackwell.com/
http://www.huschblackwell.com
http://www.huschblackwell.com/content/human-trafficking-legal-clinic
http://www.huschblackwell.com/professionals/cynthia-cordes
mailto:cynthia.cordes%40huschblackwell.com?subject=Human%20Trafficking%20Compliance
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Limits on Free Agency
Restrictive Covenants and Non-Disclosure Agreements

By: Randy Thompson

Types of Restrictive Covenants

 Customer non-solicitation provision

 Employee non-solicitation provision

 Non-competition provision

 Confidentiality/non-disclosure provision
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What Must a Valid Non-Competition 
Provision Contain

 Reasonable temporal 
and geographic 
restrictions
o 6 months to 2 years is typical

o A customer or other restriction 
can sometimes replace 
geographic restriction

o Length and scope must relate 
to underlying need

Is Continued At-Will Employment Valid 
Consideration for a Restrictive 

Covenant?
 In Illinois continued employment must 

be for 2 years
o Even if employee voluntarily quits earlier

 In Missouri the law is unclear
o Missouri courts recently have found 

insufficient consideration for an arbitration 
agreement, even if as a condition of initial 
employment or attendant to a promotion
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Restrictive Covenants May Be Appropriate in 
Non-Employer-Employee Relationships

 Purchase of a business

 Joint ventures

 Independent contractors

 Vendors and customers

 Stock or other ownership 
agreements

Provisions to Consider Including in a 
Restrictive Covenant Agreement

Provision for attorney’s fees and costs in enforcing agreement

A favorable venue provision (i.e., where a lawsuit must be filed)

Provision for injunctive relief (i.e., TRO)

A favorable state choice of law provision

Provision that the agreement is enforceable regardless of why 
the employment relationship ended
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A successors and assigns provision for the 
employer

Provide monetary or comparable consideration in 
exchange for the restrictive covenant(s) (i.e., not 
simply continued at-will employment)

Require the employee to update the employer as 
to future employment during the restrictive period

Provisions to Consider Including in a 
Restrictive Covenant Agreement

Restrictive Covenant Considerations 
When Hiring Employees

 Have individual confirm he/she has no agreements in place that 
would prohibit or conflict with this employment

 Confirm that individual has no confidential information of other 
employer

 Confirm individual will not be requested or required to utilize 
confidential information of other employer in performing this position
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Recent Government Actions Attacking Non-
Disclosure and Confidentiality Agreements

 SEC v. KBR, Inc.

 I understand that in order to protect the integrity of this review, 
I am prohibited from discussing any particulars regarding this 
interview and the subject matter discussed during the 
interview, without the prior authorization of the Law 
Department. I understand that the unauthorized disclosure of 
information may be grounds for disciplinary action up to an 
including termination of employment.

Recent Government Actions Attacking Non-
Disclosure and Confidentiality Agreements

 NLRB G.C. Advisory Memo

 Do not discuss “customer or employee information” outside of 
work, including “phone numbers [and] addresses.”  (Unlawful)

 “You must not disclose proprietary or confidential information 
about [the Employer, or] other associates (if the proprietary or 
confidential information relating to [the Employer’s] associates 
was obtained in violation of law or lawful Company policy).” 
(Unlawful)
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Recent Government Actions Attacking Non-
Disclosure and Confidentiality Agreements

 No unauthorized disclosure of "business ‘secrets’ or other 
confidential information.”  (Lawful)

 “Misuse or unauthorized disclosure of confidential information 
not otherwise available to persons or firms outside [Employer] 
is cause for disciplinary action, including termination.”  
(Lawful)

Recent Government Actions Attacking Non-
Disclosure and Confidentiality Agreements

 Employees are not “authorized to speak to any 
representatives of the print and/or electronic media about 
company matters” unless designated to do so by HR, and 
must refer all media inquiries to the company media hotline.  
(Unlawful)

 “[A]ssociates are not authorized to answer questions from the 
news media … When approached for information, you should 
refer the person to [the Employer’s] Media Relations 
Department.”   (Unlawful)
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Links and Cases

 www.nlrb.gov/reports-guidance/general-counsel-memos

 www.sec.gov/litigation/admin/2015/34-74619.pdf

 http://www.sec.gov/news/pressrelease/2015-
54.html#vskivfy.670

 Jimenez v. Cintas Corp., 2015 WL 160451 (Mo. Ct. App. 
2015)

 Baker v. Bristol Care, Inc., 450 S.W.3d 770 (Mo. 2014)
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Check the Scoreboard: New Technologies in the 
Workplace: 3D Printing and Wearables

By Mark Murphy

What is 3D 
Printing and 
How Does it 
Work?
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Impact on Manufacturing
(Decentralization of Manufacturing)

 No entry barriers

 Digital scans/digital blueprints replace products

 Mass customization possible

 Reduced shipping and production costs

 Reduced production to end user cycle times

 Reduced logistic footprint

 Potential applications (limitless)

 4D printing

Who are the Players?
 OEMs

 Fabricators
 Authorized
 Rogue

 Distributors

 Digital and product designers

 Scanners

 Customers



© 2015 Husch Blackwell LLP. All Rights Reserved.

4

Legal Issues
 Accounting and Tax Treatment of Print-to-Order Revenue
 Dealer & Supplier Relationships
 FDA Issues
 Healthcare Issues
 Imports/Exports
 Intellectual Property
 Licensing Agreements
 Packaging & Transportation
 Product & Environmental Regulations
 Product Safety/Product Warranty
 Regulatory
 University Issues

Intellectual Property
Ways to Protect Products
 Utility patents
 Possible alternative ways to structure patent claims:

 Scanners
 Method Claims – manufacturing by 3D printing
 Product by process claims
 Claims for computer readable storage medium (i.e. digital blueprint)
 Scanning Method Claims

 Design patents
 Trademark
 Trade dress
 Copyright for software for design
 Trade secrets
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Intellectual Property
Potential Infringement of 

Patented Products by 3D Printing
 Who do you assert your patents against?

 Fabricator?
 3D Printer Manufacturer
 Someone who creates digital blueprint/digital scan for fabricator?
 Someone who commissions designs? Distributes designs? 

Distributes end products?

 Potential trademark infringement if they copy TM when 
scanning product

Product Safety/Warranty Issues

 Loss of quality control

 Direct chain of commerce

 Inability to meaningfully enforce age restrictions

 Blind acceptance of terms and conditions

 Misprinted warnings

 Sight unseen warranties
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Product Safety/Warranty Issues:
Lost Quality Control

 Consumer may elect to use lesser quality/cheaper materials 
than those specified by the design

 A defect in the 3D printer may cause a defect in the product

 Consumer’s failure to properly maintain/service 3D printer 
could impact product quality

 No post-manufacture inspection

 Difficult to recognize need for and actually implement product 
recalls

Ways for Manufacturers to 
Protect Themselves

 Document development and safety processes

 Drafting of warnings

 Drafting of warranty

 Insurance

 Contractual protections

 Manufacturers track who purchases their products or 
who downloads software for products
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Government Regulations

 House and Senate Committees and regulatory agencies could 
be implicated and could have a say in determining regulations

 Strong connections throughout Congress and the 
Administration 

 3D printed firearms and IP concerns 

 Trade issues – depending how the U.S. and countries abroad 
regulate the industry

 Pushback lobbying against 3D printing

3D Printing Resources at 
Husch Blackwell

 Accounting and Tax 
Treatment of Print-to-
Order Revenue
̶ Mark Milton

 Dealer & Supplier 
Relationships
̶ Jeff Haughey

 Healthcare Issues
̶ Kris Kappel

 Imports/Exports
̶ Cortney Morgan

 Licensing Agreements
̶ Mark Stallion

 Packaging/
Transportation
̶ David Buffo

 Product & 
Environmental 
Regulations
̶ Jason Flower

 Product Safety/Product 
Warrant
̶ Brandan Mueller
̶ Dominique Savinelli
̶ Melina Pinilla
̶ Noah Thomas

 Regulatory
̶ Charles Fleischmann

 University Issues
̶ Mark Stallion

 Intellectual Property
̶ Bob Bowman
̶ Dan Cohn
̶ James Conte
̶ Sam Digirolamo
̶ Leonard Friedman
̶ Kris Kappel
̶ Patrick Kuehl
̶ Laura Labeots
̶ Edward Manzo
̶ Doug McMeyer
̶ Mark Murphy
̶ Jim Scheer
̶ Mark Stallion
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Questions?
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Check the Scoreboard: New Technologies in the Workplace: 
Commercial Use of Unmanned Aircraft Systems

By Tom Gemmell
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Why Unmanned Aircraft Systems?

• Safer
• Reduce costs
• Increase productivity

Wide Range of Uses

●Agriculture
●Energy

●Construction
●Real Estate 

. . .
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Civil Applications for UAS
Agriculture/Food Metrology
Architecture Military
Anti-terrorism Mining
Border patrol Natural Resources
Communications Oil and gas
Construction Real estate
Disaster prepare/prevent Scientific research
Environmental protection Search and rescue
Film and television Sports and entertainment
Fire service Transportation
Forestry Travel and leisure
Healthcare Wind and solar
Homeland security Utilities
Law enforcement Zoology

Expected Economic Impact
 $13.6 billion in first three years
 $82 billion and 103,776 jobs in ten years

-AUVSI Economic Report
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State of the Law

 No-fly absent specific authority

FAA Modernization and Reform 
Act of 2012
 Mandates safe integration by Sep. 2015
 Special Rule for Model Aircraft, exempt

(i.e. hobby, 55 lbs., notify 5 miles of 
airport)
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Interpretation of Special Rule
79 Fed. Reg. 36,172 (June 2014)

 Commercial use is not hobby/recreation

Hobby / Commercial Divide
Hobby / Recreational Commercial  (i.e. not hobby/recreational)

Flying a model aircraft at the local model aircraft club. Receiving money for demonstration.

Taking photographs with a model aircraft for personal 
use.

A realtor using a model aircraft to photograph a 
property that he is trying to sell and using the photos 
in the property’s real estate listing.

Using a model aircraft to move a box from point to 
point without any kind of compensation.

Delivering packages for a fee.

Viewing a field to determine whether crops need 
water when they are grown for personal enjoyment.

Determining whether crops need to be watered that 
are grown as part of commercial farming operation.
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Privacy
 Can’t photograph without permission

 Exec Order Dept. of Commerce’s NTIA to coordinate 
voluntary privacy guidelines

FAA Enforcement

▪ warning
▪ cease and desist

▪ fines ($10,000/incident)
▪ enforcement actions

“not looking to go after …”
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FAA v. Pirker
• $10,000 fine 

• Motion to vacate (3/14); ALJ granted
“there was no enforceable FAA rule 
…applicable to model aircraft”

• NTSB reversed (11/14)

“an ‘aircraft’…[includes] any aircraft,
manned or unmanned”

Texas EquuSearch v. FAA
2014 U.S. App. LEXIS 13794 (D.C. Cir.) 

• No-fly “order”
• TE moved to stay “order”
• FAA moved to dismiss; granted (7/14)

“The challenged email [warning]… did not … 
give rise to any legal consequences.”
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Milestones Under FMRA 2012
 UAS Integration Office
 UAS test sites (AK, NV, NY, ND, TX, VA)

 UAS Center of Excellence (closed 8/14)

FAA Behind Schedule

 FMRA 2012 says integrate by Sep. 2015
 FAA is behind schedule:

-2016 rules comment 
-2018 rules implemented

*sUAS (<55 lbs.) rules proposed 2/15
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Avenues Currently Available

1. Certificate of Authorization (COA)
2. Section 333 Petition for Exemption

Civil COA

 Specific activity/defined block of airspace
 Must demonstrate:

1. UAS is airworthy (e.g. FAA or DOD)

2. Injury extremely improbable

*First two civil COAs given in 2014
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Section 333 Petition
–accelerated use

 For certain UAS
(size, weight, speed, ops characteristics, prox. to pop)

 Must demonstrate:
1. Equivalent level of safety
2. Grant in public interest

*first six granted September 2014

Section 333 FAA Guidance

Pilot; 3rd Class med. Day/VFR

Mnx/inspection VLOS

COA required < 400’
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Section 333 Streamlining

Proposed sUAS Rules

 Consistent with Section 333 guidelines

Operator certificate

< 500’

B, C, D, E if ATC approved
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The Time is Ripe

 FAA is encouraging commercial efforts

 Avenues are available for commercial use

 UAS will put users in the lead

Questions?
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